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Original publisher: Maxwell Air Force Base, Ala. : Center for Strategy and Technology, Air War College, Air
University, 2007 OCLC Number: (OCoLC)255969189 Subject: Computer security -- United States. Excerpt: . . .
Hackers or terrorists operating Russia have successfully penetrated US systems where several incidents
demonstrate a well-crafted plan similar to China. In 1998, an attack known as Moonlight Maze, was traced by
DOD officials back to a mainframe computer located in Russia, although the point of origination of the attack
was never confirmed. During this incident, officials discovered a pattern of probing computer systems in DOD,
Energy Department, NASA, research laboratories and several universities. The event 40 had been occurring for
over two years prior to the discovery. The episode also demonstrates a different side of cyberspace, an
adversary who went inside computers to collect and steal information instead of causing damage to networks.
The attack was a graphic illustration of vulnerable systems, and shows that during conflict, damage to
computer systems could cause havoc in the US. Another case in point, in 2000, a CIA expert testified to a
Congressional subcommittee with warnings of foreign cyber threats to the US economic structure. The
testimony described a CIA interview with a senior Russian official who proclaimed that an attack against a
national target or electrical power distribution could by virtue of its catastrophic consequences, 41 completely
overlap the use of weapons of mass destruction. A 2004 Dartmouth College report depicts an assessment of the
capabilities, means and motivations of several selected nations ability to conduct attacks on the US. In regards
to Russia, the study concluded: Russias armed forces, collaborating with experts in the IT sector and academic
community, have developed a robust cyber warfare...
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